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PRC law alert — New legislation on export of personal
information
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On 24 February 2023, the Cyberspace Administration of China (CAC) officially published the Measures on the
Standard Contract for Export of Personal Information (Measures on Standard Contract, effective from 1 June
2023), the previous version of which was published in the form of draft legislation on 30 June 2022 under the

name Regulation on the Standard Contract for Export of Personal Information. A standard contract for export of
personal information (PRC Standard Contract) is attached to the Measures on Standard Contract.
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The Measures on Standard Contract supplements the previous Measures on the Security Assessment of Data Export
(Measures for Security Assessment, published on 7 July 2022 and effective from 1 September 2022).
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These two measures mentioned above, together with the Security Certification Specifications for Cross-border
Processing of Personal Information, set out the PRC regulatory regime for data export, covering both personal
information and important data.
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A data exporter is required under the Measures for Security Assessment to carry out a compulsory data export
security assessment (DESA) where any of the following criteria (DESA Threshold) is triggered,
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(@) The information to be export is important data?;
RN EERIE
(b) The data exporter is a CII operator3;
HIERHIESEXBEEEMREEEEY,
(c) The data exporter has processed personal information of more than 1 million individuals;
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(d) The data exporter has exported personal information of more than 100,000 individuals (in aggregate)

since 1 January of the preceding year; and
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(e) The data exporter has exported sensitive personal information of more than 10,000 individuals (in
aggregate) since 1 January of the preceding year.
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L “Important data/information” is a concept appearing for the first time in the Cybersecurity Law in 2016. So far there is no clear
definition of “important data/information” in the effective legislation. In some draft legislation, "Important Data" has been defined as the
data (including original data and derived data) collected or developed by relevant organisations, institutions and individuals within the
territory of China, which do not involve state secrets but are closely related to national security, economic development and the public
interests, and which if disclosed, lost, misused, tampered with or destroyed, or combined, integrated or analysed without authorisation,
would cause severe adverse influences on national security, state economic and financial security, social and public interests or individual
legal rights and interests. Important data could be grouped by industry and/or region. Some examples of important data in different
industries, information related to natural resources and energy, telecom information, data related to steel and nonferrous industry,
nuclear facilities information, national security and military industry, geographical data, chemistry industry data, certain transportation
data, data on the population and health, certain financial information, meteorological data, etc.
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3 Critical information infrastructure (“"CII”) is defined as the important network infrastructure and information system, the destruction,
loss of function or data leakage of which could seriously harm the state security, national economy, people’s livelihood and public
interests. We understand if a PRC entity is identified as a CII operator, it will be notified by the relevant authority in charge of the relevant
industry to which the CII belongs to.
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Where none of the DESA Threshold is triggered, the data exporter is allowed to provide personal information to
overseas recipient by entering the PRC Standard Contract and preparing a report on personal information
protection impact assessment (PIPIA Report) in accordance with the Measures on Standard Contract. Export of
personal information is only allowed to be carried out after the executed PRC Standard Contract becomes effective.
Furthermore, the data exporter is required to file the executed PRC Standard Contract with the local CAC at
provincial level within 10 working days from the effective date of the executed PRC Standard Contract, and for the
purpose of such filing, the executed PRC Standard Contract and the PIPIA Report should be submitted.
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Clause 6° of the Measures on Standard Contract provides that a data exporter is required to enter into the PRC
Standard Contract strictly in the form appended to the Measures on Standard Contract, and if any additional terms
are entered into between the data exporter and the overseas recipient, they shall not be in conflict with the terms
of the PRC Standard Contract.
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The Measures on Standard Contract set a grace period of 6 months from its effective date, namely a grace period
expiring on 30 November 2023.
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The guideline for DESA under the Measures for Security Assessment has already been released on 31 August 2022
and effective from 1 September 2022, the same date with the effective date of the Measures for Security
Assessment. We envisage that a guideline for the requisite filing under the Measures on Standard Contract may be
published in the coming months for data exporters to follow.
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> The standard contract shall be entered into strictly in line with the form set out in the appendix to these Measures. Subject to the actual
circumstances, the national cyberspace department may make further adjustment to the appendix. The personal information handler may
enter into other terms with the overseas recipient provided that these terms will not be in conflict with the standard contract.
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*Stephenson Harwood and Wei Tu Law Firm entered into an association under the name “Stephenson Harwood - Wei Tu (China) Association”
with the approval of Guangdong Department of Justice. The association allows us to offer a ‘one stop service’ for Hong Kong, English and PRC
law advice, with Wei Tu providing the PRC law advice and services. The reference to "Hong Kong" shall be construed as a reference to "Hong
Kong Special Administrative Region of the People's Republic of China"; and in this alert (including its heading and footnotes), “"PRC law” means
the laws of the People’s Republic of China (excluding, for the purpose of this alert only, the laws of Hong Kong and Macau special administrative
regions and Taiwan).
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Stephenson Harwood is a law firm of over 1100 people worldwide, including 190 partners. Our people are
committed to achieving the goals of our clients - listed and private companies, institutions and individuals.
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We assemble teams of bright thinkers to match our clients' needs and give the right advice from the right
person at the right time. Dedicating the highest calibre of legal talent to overcome the most complex issues,
we deliver pragmatic, expert advice that is set squarely in the real world.
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Our headquarters are in London, with eight offices across Asia, Europe and the Middle East. In addition, we
have forged close ties with other high quality law firms. This diverse mix of expertise and culture results in a
combination of deep local insight and the capability to provide a seamless international service.
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